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About the Issuer Administration Server

The issuer administration server allows multiple issuers and the system operator to share the
same infrastructure and application while maintaining a completely separate view of the system.
It enables issuers and the system operator to configure the system for their own purposes
independently.

Access Levels

User access levels are controlled by assigning, one of six pre-defined, roles to the user. The user
role determines which menu items and functions are accessible by the user.

A read only option is available, for all user roles, for example, for users in support roles that are
not required to add records, edit details or upload files.

The access levels are:

[ J

== System administrator - the highest level of access in the system with access to system
management, issuer management, user management, cardholder management, transactions,
reporting and audit logs.

. . . . . .
= |ssuer administrator - provides access to member bank configuration options, cardholder
management, transactions, reporting and audit logs for one, or a group of issuers.

®
= |T security - provides dedicated access to audit logs, for one or a group of issuers.

[ 4
== Member administrator - provides dedicated access to the Admins section (administration
user management), for one issuer or an issuer group.

Business administrator - business level of access to the system provides access to
cardholder management, transactions, reporting and audit logs, for one issuer or an issuer

group.

4 . . . .
== Helpdesk - provides cardholder management and transactions, for one issuer or an issuer
group for helpdesk users.
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Logging In and Logging Out
Login

To login to the ActiveAccess administration interface you must be previously registered as an
administrative user and know your Username and Password. You must also have access to the
required one-time passcode, if two-factor authentication is enabled for your user account.

« From your Web Browser make a connection with the Intranet and access the ActiveAccess
login page.

The ActiveAccess administration Login screen is displayed.

Warning

If you have forgotten your password, contact your system administrator.

If security has been compromised (such as when you suspect another person has logged in using your
username and password) you can login and then change your password using the Edit Profile link situated on
the top banner.

/" Note

If you experience login issues after an upgrade, clear your browser's cookies and try again.

* Enter your Username and Password.

© info

Both Username and Password are case sensitive.

* Click the Login button.

« ActiveAccess supports two-factor authentication for logging into the Administration Ul. By
default, users are not forced to use two-factor authentication, unless this feature has been
enabled during user creation or has been set up by the user in Edit Profile.

/" Note

To enable this feature, email notification messages must be enabled and configured in Settings.
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If two-factor authentication login is enabled for your user account, enter your one-time
Passcode.

@ Google Authenticator for two-factor authentication login

To use this feature, you must have Google Authenticator installed on a mobile device and have the provided
QR code scanned on the app.

If a System Administrator enables this feature for a user, the QR code will be sent to the user's email address.
If a user enables this function for their own account, the QR code will be displayed when enabling the feature.

Refer to Install Google Authenticator for setup instructions of Google Authenticator.

* Click the Login button.

Upon entering your username and password (and passcode, if required) successfully, you
are verified and the first admin page will be displayed. The page that you see will depend on
the access rights assigned to your username (system administration, issuer administration,
business administration, IT security, member administrator or helpdesk).

/" Note

If the user logging in does not belong to an Issuer or Issuer Group with a valid license installed, they will not be
able to access any administration pages and will be shown the following message:

The user 'username’ does not belong to an Issuer or Issuer Group with a valid 3-D Secure enabled or Device

enabled license installed.
Please contact your System Administrator.

Logout

When you have finished using ActiveAccess administration, it is important that you logout from
your account, to prevent other users from performing tasks with your username and access level
privileges. The Logout function is accessed via the Logout link displayed on the right of the title
bar area.

Warning

It is also important that you logout while leaving your PC unattended.

* Click the Logout link.
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The Administration Login screen is displayed.

* You may now close your browser window.

Issuer Administration Environment

Issuer Administration Environment

The appearance of the issuer administration pages is consistent throughout, with each being

made up of a number of common components.

A banner area at the top of the screen displays the access level and the username of the user

currently logged in; the system version; Time zone, Edit Profile and Logout links; and the main

menu items as tabs.

Clicking on a menu tab displays the sub menu options on the left side of the page, with the first

sub menu item highlighted.

Clicking on the required sub menu option displays the first page for that sub section.

The following example shows the key features of an typical ActiveAccess Administration page.
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Issuer Administration Options

Use the menu tabs on the ActiveAccess Issuer Administration title bar to access the
administration options. The complete set of options available is:

+ System Management - set up and maintenance of system settings, issuer administration
servers, issuers and issuer groups, authentication management, issuer public and encryption
keys, exchange configuration and archive management.

« Security - set up and maintenance of issuer signing certificates, Authentication History
Server (AHS) certificates, CAAS (Remote Issuer) certificate, Issuer SDK certificate, Directory
Server certificate, OOB Certificate, Risk Certificate, Decoupled Authenticator certificate, and
trusted Certificate Authorities (CA).

* Servers - set up and maintenance of ACS, Administration, Authentication History Servers
and CAAS Servers.

« Utilities - upload, manage and run system utilities.

* Issuers - set up and maintenance of specific member bank details including card details,
rules, custom pages and key management.

* Rules - set up and manage business rules and the settings for risk based authentication.
+ Admins - set up and maintenance of ActiveAccess administrative users.
* Cards - registration and maintenance of individual cards.

* Transactions - for accessing transactions, when required for cardholder support purposes,
dispute resolution, etc.

* Reports - provides reports for card, enrolment and merchant activity, authentication,
purchase volume, devices, admins and summary reports.

+ Audit Log - provides a record of administrative user activity. It includes an extensive log of
critical actions performed by the administrative staff.

O Tip

The audit log section is available to system administrators and issuer administrators only. System administrators
have access to an audit log of all events and issuer administrators have access to events relating only to their
specific issuer or issuer group.

Copyright ©2025 GPayments Pty Ltd. All rights reserved. Release Date: 28/01/2025 | AA Ver: 11.1.3 | Doc Ver: 11.1.3:2 Page 5



ActiveAccess -~

About System Management

System Administrators only

This section is used for setting up and maintaining system and ACS settings, Issuers and Issuer
groups, settings for authentication devices, RBA, 00B and Decoupled Authenticator, Issuer public
keys, exchange configuration and transaction record archiving. It has the following menu
options:

- Settings - stores general settings for automatic logout idle time; maximum unsuccessful
login attempts permitted; automatic unlock time; maximum number of concurrent logins
allowed; and the password policy parameters for admin users.

« ACS Settings - Access Control Server and Remote Access Control Server related settings.

* Issuer Management - for setting up and maintaining Issuers and Issuer BIN ranges and
viewing Issuer groups.

* Group Management - for setting up and maintaining Issuers groups and viewing group
members

« Authentication Management - has settings for:
o Device Management - finding, setting up and managing devices used for authentication.

o Risk Management - managing risk chains and risk adapters used in 3DS2 risk based
authentication.

o 0OB Management - registering and managing the OOB adapters used for performing
Out of Band (OOB) authentication challenges.

o Decoupled Authenticator Management - registering and managing the Decoupled
Authenticator adapters used for performing Decoupled authentication challenges.

* Public & Encryption Key Management - for defining or updating Issuers' public and
encryption keys, which are used to validate and decrypt registration APl messages signed/
encrypted by the Issuer.
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. Exchange Configuration - for displaying automatically downloaded external currency
exchange rates and manually creating currency exchange values for rates not available on

the automated list.

* Archive Management - for setting up automatic transaction record archiving.
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Settings

System Management > Settings

This section is used to specify and maintain general configuration parameters such as automatic
logout idle time; maximum unsuccessful logins permitted; automatic unlock lag time; maximum
number of concurrent logins allowed; and the password expiry period, etc.

Use the following fields to complete this page:

+ Automatic Logout time in minutes
Acceptable range: 0 to 240
Default: 20 min

Warning

Setting this field to 0 disables the automatic logout mechanism and is not recommended.

If an administrator account remains idle for the specified period of time it will be
automatically logged out.

« Maximum unsuccessful attempts permitted for user logins.
A greater number of unsuccessful login attempts will result in the administration account
being locked, restricting further access to the account.
Acceptable range: 0 to 9
Default: 3

Warning

Setting this field to 0 disables the automatic locking mechanism and is not recommended.

* Automatic unlock time in minutes.
The amount of time after which a locked administrator account is automatically unlocked.
Acceptable range: 0 to 1440
Default: 0, which disables automatic unlocking such that all locked accounts have to be
manually unlocked by another administrator user with the same or higher access level.

* Maximum concurrent logins permitted for MIA admin users
Acceptable range: 0to 9
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Warning

Setting the number of concurrent logins to 0 will prevent more than one user logging in at the same time and is

not recommended.

* The administration user Password policy is set using the following fields:

o Password expiry period determines how often MIA administration users are required to
change their MIA login password
Acceptable range: 0 to 365

o Minimum password lifetime determines the minimum number of days MIA
administration users are required to wait before they can change their MIA login
password again.

Acceptable range: 0 to 90

o Minimum password length
Acceptable range: 0 to 32
0 indicates no minimum length

o Minimum password numeric characters required
Acceptable range: 0 to 32

o Minimum password uppercase characters required
Acceptable range: 0 to 32

o Minimum password lowercase characters required
Acceptable range: 0 to 32

o Minimum password special characters required
Acceptable range: 0 to 32.

/" Note

The total number of characters entered for Minimum password numeric characters, Minimum password
uppercase characters, Minimum password lowercase characters and minimum password special
characters must be less than or equal to the Minimum password length.

* Registration server URL is the URL of the registration server used to send final and pre-
registration requests to the registration server when issuers upload card data files.

- [ Whitelisting server URL is the URL of the whitelist server used to send add, remove,
remove list, get merchant, and get merchant history requests to the whitelist server.

Copyright ©2025 GPayments Pty Ltd. All rights reserved. Release Date: 28/01/2025 | AA Ver: 11.1.3 | Doc Ver: 11.1.3:2 Page 2



Active

. Time zone is is displayed on the system administration menu bar, from where it can be
modified at any time, as and when appropriate. The default time zone is set when the
application is installed.

All reports and results of searches will be based on the time zone specified on the menu bar
at the time of the report or search.

- Disable admin account if inactive for more than a specified number of days.
Acceptable range: 0 to 365.
The system will disable an admin account if it has not been accessed for more than the
specified number of days.
To disable, set to 0.

+ AHS timeout in seconds
Acceptable range: 0 to 3600
This defines the maximum amount of time the ACS will wait for the Authentication History
Server to respond. If a response is not received within the expected time, the ACS will re-
schedule the AHS transaction for a later time.

« Show for the following access levels checkboxes determine which administrator user roles
are able to view Card Number (plain text) and AAV/CAVV/AEVV.
By default, card numbers are masked and AAV/CAVV/AEVV is hidden.

* Enable manual ACS restart checkbox if you want to defer application of changes that require
a restart to the next time the server is manually restarted.
When this option is selected, if changes require the system to be restarted to take effect, you
will be prompted that a restart is required. You can choose to defer the restart or select the
option to

* Enable email notification messages checkbox if you want the system to send email
messages to administrators for two-factor authentication login or notifications such as
expiring license keys.

You will need to configure the mail server settings for this feature to work.
* Mail server address, Mail server port, Mail server username, Mail server password and Mail

server protocol are used to record the address, username and password of an outgoing
SMTP mail server.

2 Note

The sender of the notification messages will be the main administrator user (administrator). Make sure that
you have specified a correct email address for this user (use Edit Profile link, while logged in as the
administrator).
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2 Note

You can test mail server settings by clicking on Send Test Message link. The link will appear once you have
entered mail server settings and applied the changes.

* Log level determines the amount of information generated and routed to console and log

file.
Changes to log level take immediate effect.
The options are:

o All: includes any information that can be generated by the application.

o Debug: information regarding more frequent and minor operations of the system or

further.

o Info: (Default) important information regarding the normal operation of the application

or significant events.

o Warn: warnings are minor errors that may not affect the operation of the system at all.
For example a missing feature or component that may not affect the system if you are
not planning to use its related functionality.

o Error: log errors that may affect performance or operation of the system but do not
necessarily prevent the system from operating. Logs incorrect behaviour of external
components and systems outside the control of the application.

o Fatal: logs severe problems, imminent system failure, application or component crash.

o Off: Logging is disabled.

ActiveAccess currently logs information in a subset of the above levels at Fatal, Error, Warn,
Info, and Debug levels. Note that each higher level is inclusive of the messages of lower
levels. For example when you set the log level to Warn, you will also see Error messages.

2" Database-related log level

Changing the value of the Log level field in System Management > Settings will apply it to all categories,
except DBSettings, which is used for database-related logs. If required, you can update the priority value
for all instances of the DBSettings category in AA_HOME/log4j.xml.

The acceptable values for DBSettings log level are OFF, INFO, DEBUG and TRACE. The log level is set to OFF
by default.

* Apply button to save changes.
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ACS Settings

3D Secure 2 settings added

System Management > ACS Settings

The ACS Settings section is used to set local and remote (CAAS) Access Control Server options.
Use the following fields to set ACS settings:

* ACS reference number
Displays a unique reference number provided by EMVCo to ActiveAccess.

» Select Local or Remote (CAAS) from the Authentication server drop down list.
3-D Secure 1 Settings
+ ACS URL is the fully qualified URL of the Access Control Server's Payer Authentication (PA)

processing page, as seen externally.

The ACS URL specified here is passed to the merchant MPI as part of the ACS response to
the Verify Enrolment (VEReq) message and is used by the merchant to transfer the session
to the ACS for authentication of the cardholder.

The default path for the ActiveAccess PA processing page is /acs/pa.

:= Example

If you have installed ActiveAccess on the web server available on htips://www.authenticationserver.com/ you
should set the ACS URL to https://www.authenticationserver.com/acs/pa

* Process timeout in seconds
Defines the maximum amount of time a cardholder has to complete their authentication. If
the cardholder does not complete the authentication within the prescribed time, ACS returns
a session timeout error.
Acceptable range: 60 to 9000

* Relative timeout in seconds
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Determines the amount of time a cardholder has to complete a single page, however, the
total time to complete the whole authentication process may not exceed the Process
timeout.

Acceptable range: 60 to 9000
3-D Secure 2 Settings
+ ACS challenge URL is the fully qualified URL of the Access Control Server’s Challenge

(CReq) processing, as seen externally.

The ACS URL specified here is passed to the 3DS Server as part of the ACS response to the
Authentication Request (AReq) message and is used by the 3DS Requestor to transfer the
session to the ACS for authentication of the cardholder.

The default path for the ActiveAccess CReq processing page is /acs/ca.

i= Example

If you have installed ActiveAccess on the web server available on https://www.authenticationserver.com/ you
should set the ACS URL to https://www.authenticationserver.com/acs/ca

The domain and protocol of the URL will be used for OOB device's WebSocket and callback
URLs.

:= Example

The WebSocket URL is: wss://www.authenticationserver.com/acs/oob-ws/

The callback URL is: https://www.authenticationserver.com/acs/notify/

* Initiate CReq timeout in seconds

Defines the maximum amount of time between the completion of the TLS handshake and
the first CReq message sent to the ACS for processing. If the ACS does not receive any CReq
within the prescribed time, it returns a transaction timeout error.

Acceptable range: 15 to 60
*+ Subsequent CReq timeout in seconds

Determines the amount of time a cardholder has to complete a single page in App mode.

However, the total time to complete the whole authentication process may not exceed the
Process timeout. If the cardholder does not complete a single page within the prescribed

time, ACS returns a transaction timeout error.
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Acceptable range: 300 to 1200
* RRes timeout in seconds

Defines the maximum amount of time the Directory Server has to respond with RRes to the
RReq sent by the ACS. If the Directory Server does not respond with RRes within the
prescribed time, ACS returns a transaction timeout error.

Acceptable range: 210 10
* Browser authentication timeout in seconds

Determines the amount of time a cardholder has to complete a single page in Browser
mode. However, the total time to complete the whole authentication process may not exceed
the Process timeout. If the cardholder does not complete a single page within the
prescribed time, ACS returns a transaction timeout error.

Acceptable range: 300 to 1200
* RReq retry interval in seconds

Failure to complete the initial connection and TLS handshake to the Directory Server for
sending RReq results in an immediate retry. Upon second failure, the ACS will wait for the
amount of time prescribed in RReq retry interval and retry to connect to the Directory Server.

Acceptable range: 5 to 20
RReq retry lifetime in days

Failure to complete the initial connection and TLS handshake to the Directory Server results
in an immediate retry. Upon second failure, the ACS will retry to connect to the DS every 10
seconds until the message is delivered with Transaction Status = U. The ACS will retry to
send the message up to the defined days in this field.

Acceptable range: 1to 7
* Process timeout in seconds

Defines the maximum amount of time a cardholder has to complete their authentication. If
the cardholder does not complete the authentication within the prescribed time, ACS returns
a transaction timeout error.

Acceptable range: 315 to 1260

* Apply button to save changes.
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Issuer Management

This section is used to define new issuers and issuer groups, or update existing information.

A group of issuers can be created for administration purposes. Issuer group determines which
issuers users have access to; the administration group determines at which level they have

access.

Links are provided to ActiveDevice Settings for assigning devices, and for creating a New Issuer

Group or New Issuer.

A list of existing issuers and their group memberships is displayed. You can browse to view
issuer and issuer group details by clicking on the Issuer Name and Group Membership links. The
list can be filtered by Issuer Name, Issuer ID, BINs, Status and License Expiry period.

System Management > Issuer Management displays:

* A list of Issuers

« ActiveDevice Settings link to the ActiveDevice Settings page.

* Exchange Rate Management link to the Exchange Rate Management page.
* New Issuer Group link to the New Issuer Group page.

* New Issuer link to the New Issuer page.
Use the following fields to limit the number of issuers displayed:

- Issuer Name (complete or partial) or leave empty to return all matching issuers
* Issuer ID, defaults to All
» Issuer BINs (comma separate multiple BINs)
- Status - All (default), Enabled or Disabled
+ Select from the License key status drop down list:
o All (default)
° Valid
o Expired

o Expires in less than a month
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o Expiresin 1 to 3 months
o Expires in 3 to 6 months
o Expires after due to expire in 1 to 6 months

* Click the Go button to display the new search results.
The following fields and links are displayed for each issuer:

* Issuer Name link to the Issuer Details page
* Issuer ID
* BINs - BIN numbers defined for the issuer

* Group Membership indicates the group to which the issuer belongs to. You can click on the
group name to display the Issuer Group Details page.

« Status - Enabled or Disabled

* License - Shows the status of the issuer's license key

New Issuer Group
System Management > Issuer Management > New Issuer Group
This page is used to define a new issuer group and to assign issuers to that group.
Use the following fields to add a new issuer group:
* Name of the issuer group. It is a good idea to use the word "group” as part of the name for
example "ABC Group".
The system will automatically assign a Group ID to the issuer group.

* Optionally specify a parent by selecting from the Parent group drop down list.

This allows you to build a hierarchy of issuers and groups to suit your administration
requirements.

* ACS URL - the system allows a separate URL to be created for each issuer group. If a
separate URL is required, it should be entered here.

+ ACS Challenge URL - the system allows a separate URL to be created for each issuer group.
If a separate URL is required, it should be entered here.
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2 Note

Any changes to this URL will require changes to OOB device’s WebSocket, OOB device callback URLs, and
Decoupled Authenticator callback URLs.

+ Uses confirmation - Indicates if the Issuer uses the confirmation method. Defaults to No.

In the Enrolment component, if Uses confirmation is enabled, the cardholder will be taken
through the sign up process. If set to disabled, the registration status of the card will be
checked and displayed to the cardholder.

When Activation During Shopping is enabled, if the cardholder is pre-registered and Uses
confirmation is No, the cardholder is required to create a 3-D Secure password (VbV
password / Mastercard SecureCode / JSecure password / American Express SafeKey /
ProtectBuy password / UnionPay International password) to use in the authentication
process.

If Uses confirmation is Yes, the cardholder's existing registration data is used in the
authentication process, instead of requiring a new 3-D Secure password (VbV password /
Mastercard SecureCode / JSecure password / American Express SafeKey / ProtectBuy
password / UnionPay International password) to be created.

Select one or more issuers or groups to add to the group from the Issuer Members list or the
Group Members list. Use the Add >> button to add the issuers or child groups to the
Selected list.

You can use the <<Remove button to remove issuers or child groups from the issuer group.

» SecureCode MAC algorithm used in conjunction with SecureCode transactions (3DS1 only).

/" Note

This will be used only if the issuer’s Use parent keys option is enabled.

* Group Members - Use the Add >> and << Remove buttons to add or remove child groups that
should belong to the group.

* Issuer Members - Use the Add >> and << Remove buttons to add or remove issuers that
should belong to the group.

* Use parent certificate, public and encryption keys option indicates that the group does not
have a certificate of its own and will use the parent group's certificate and registration API
public key and encryption key. This option is only enabled if you have specified a parent
group. Enabling the parent certificate will automatically enable the use parent keys options.
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. Use parent keys option to indicate that the group does not have any keys of its own and will
use the parent group's keys. This option is only enabled if you have specified a parent group.

* Apply button to save changes.

/" Note

Once the issuer group has been created, you may optionally specify a separate ACS URL for it by editing the
Issuer Group Details.

Issuer Group Details

This page is used to view/edit issuer group details and assign issuers to, or remove issuers from,

the issuer group.

System Management > Issuer Management > Issuer Group Details - fields

©® info

See the New Issuer Group section of this document for additional information on these fields.

* Group ID is a unique identifier, which is used by the system in order to reference the group.

Group ID cannot be changed.
* Name of the issuer group

* Parent group - you can optionally define a parent group in order to create a hierarchy of
groups and issuers to suit your administration requirements.

* ACS URL - the system allows a separate URL to be created for each issuer group. If a
separate URL is required, it should be entered here.

+ ACS Challenge URL - the system allows a separate URL to be created for each issuer group.
If a separate URL is required, it should be entered here.

/" Note

Any changes to this URL will require changes to OOB device’s WebSocket and callback URLs.

+ Uses confirmation - Indicates if the Issuer uses the confirmation method.
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The confirmation method is a process allowing cardholders with an enrolment status of
"Pre-registered" to utilise their pre-registration account information, instead of creating a
new 3-D Secure password, to perform 3-D Secure authentication.

» SecureCode MAC algorithm to be used in conjunction with SecureCode transactions (3DS1
only).

2 Note

This will be used only if the issuer’s Use parent keys option is enabled.

+ Group members - Child groups that belong to the group are listed in the Selected list. Other
groups (not belonging to any other group) are listed in the Available list. Use the Add >> and
<< Remove buttons to change the child groups that belong to the group.

* Issuer members - issuers that belong to the group are listed in the Selected list. Other
issuers are listed in the Available list. Use the Add >> and << Remove buttons to change the
issuers that belong to the group.

+ Use parent certificate, public and encryption keys - Selecting this option indicates that the
issuer group does not have a certificate of its own and will use the parent group's certificate,
registration API public key and encryption key. The option is only enabled if you have
specified a parent group. Enabling the parent certificate will automatically enable the use
parent keys options.

/" Note

Enabling this option will remove the issuer group certificate (if it has one) from the system. You cannot retrieve
the certificate once removed.

/" Note

When you disable this option, the issuer group will no longer use the parent's certificate. You need to create a
certificate request for the issuer group and have it signed by the appropriate CAs.

Warning

It is recommended that you make a decision to enable or leave this option disabled at the time of creating the
issuer group to avoid the administration overhead of changing this option later.
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. Use parent keys - Selecting this option indicates that the issuer group does not have any
keys of its own and will use the parent group's keys. The option is only enabled if you have
specified a parent group.

Selecting this option indicates that the issuer group does not have any keys of its own and
will use the parent group's keys. The option is only enabled if you have specified a parent
group.

2" Note

Changing this option invalidates the issuer group existing certificate. You either need to enable the 'Use parent
certificate’ option or create a new certificate request, and have it signed by the appropriate CAs.
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2 Note

Enabling this option will delete the issuer group keys from the local HSM. Deleting keys is irreversible unless
you have previously backed them up. The following keys will be removed from the local HSM, where < group_id
> is the issuer group's unique identifier as shown in the issuer group details:

o SPA< group_id >

o SPA-256< group_id >

o PROSTIR-256< group_id >
o VbVA< group_id >

o VbVB< group_id >

o JCBA< group_id >

o JCBB< group_id >

o MSCA< group_id >

o MSCB< group_id >

o SKA< group_id >

o SKB< group_id >

o DCA< group_id >

o DCB< group_id >

o UPIA< group_id >

o UPIB< group_id >

o PROSTIRA< group_id >

o PROSTIRB< group_id >

o RSAVbV< group_id >_pub
o RSAVbV< group_id >_pri

o RSAMSC< group_id >_pub
o RSAMSC< group_id >_pri
o RSAJCB< group_id >_pub
o RSAJCB< group_id >_pri

o RSASK< group_id >_pub

o RSASK< group_id >_pri

o RSADC< group_id >_pub

o RSADC< group_id >_pri

o RSAUPI< group_id >_pub
o RSAUPI< group_id >_pri

o RSAPROSTIR< group_id >_pub
o RSAPROSTIR< group_id >_pri
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If you are using other HSMs in your system, you also need to remove these keys from those
HSMs to keep them synchronised. You also need to update any other party who may use
these keys for verification of AAV (UCAF) or CVV (CAVV).
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A Warning
Disabling this option will create new keys for the issuer group, where < group_id > is the issuer group's unique
identifier as shown in the issuer group details. The following keys will be created on the local HSM:
o SPA< group_id >
o SPA-256< group_id >
o PROSTIR-256< group_id >
> VbVA< group_id >
> VbVB< group_id >
o JCBA< group_id >
> JCBB< group_id >
o MSCA< group_id >
o MSCB< group_id >
o SKA< group_id >
o SKB< group_id >
o DCA< group_id >
> DCB< group_id >
o UPIA< group_id >
o UPIB< group_id >
o PROSTIRA< group_id >
o PROSTIRB< group_id >
o RSAVbV< group_id >_pub
o RSAVbV< group_id >_pri
> RSAMSC< group_id >_pub
o RSAMSC< group_id >_pri
o RSAJCB< group_id >_pub
o RSAJCB< group_id >_pri
o RSASK< group_id >_pub
o RSASK< group_id >_pri
o RSADC< group_id >_pub
o RSADC< group_id >_pri
o RSAUPI< group_id >_pub
o RSAUPI< group_id >_pri
o RSAPROSTIR< group_id >_pub
o RSAPROSTIR< group_id >_pri
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If you are using other HSMs in your system, you also need to export these keys to those
HSMs to keep them all synchronised. You also need to update any other party who may use
these keys for verification of AAV (UCAF) or CVV (CAVV).

O Tip

It is recommended that you make a decision to either enable or leave this option disabled at the time of
creating the issuer, to avoid the administration overhead of changing this option later.

© info

Refer to New Issuer Group for additional information on these fields.

* Apply button to save changes.

/" Note

A group cannot be removed if it has other groups or Issuers belonging to it.

New Issuer
Use this page to define a new issuer and optionally assign the issuer to an issuer group.
System Management > Issuer Management > New Issuer - fields
- Status of Not Registered is automatically assigned to new issuers by the system and cannot
be changed until you have obtained a license key from GPayments.
« Enter the Name of the Issuing bank or financial institution.
You must enter a name that is unique in the issuer system.

- Enter an optional Password for the Issuing bank or financial institution.

This password is used for authentication of issuer connection to ActiveAccess via UAC. This
is in addition to the verification of issuer's client authentication and may be left empty if the
extra verification is deemed to be unnecessary.

+ ACS URL - the system allows for a separate URL to be created for each Issuer. If a separate
URL is required, it should be entered here.

- Show extended account information - Select Yes to display all cardholder pre-registration
account information, on the card details page, created during the cardholder's Pre-
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registration with the system. When this option is disabled, only basic cardholder information
is displayed on this page.

« Uses confirmation - Select Yes or No to indicate if the Issuer uses the confirmation method.

The confirmation method is a process allowing cardholders with an enrolment status of
"Pre-registered" to utilise their pre-registration account information, instead of creating a
new 3-D Secure password, to perform 3-D Secure authentications.

* Event Logging - Disabled by default. Select Enabled to indicate event logging is required or
Enable V+ compatible to indicate event logging is required, and the maximum number of
Activation During Shopping opt-out events reported to the issuer is 9.

This feature allows issuers to download cardholder events through Registration Server
Notification messaging. A Notification is a record of a single cardholder event. Each event is
stored in ActiveAccess and a record is logged in the event a cardholder completes their
registration, opts-out of Activation During Shopping or locks their account.

- If the issuer is to be assigned to an issuer group, select the group from the Parent group
drop down list.

- If you have specified a parent group:

> You may select the Use parent certificate, public and encryption keys option to indicate
that the issuer does not have a certificate of its own and will use the parent group's
certificate and registration API public key and encryption key.

o You may select the Use parent keys option to indicate that the issuer does not have any
keys of its own and will use the parent group's keys.

* Exchange Rate Management - used to define exchange rate for the issuer

* Apply button to save changes.

o Tip
Once you have created the Issuer record a confirmation message will be displayed:

Please note down the Issuer ID and Issuer Name, and send them to GPayments in order to request a license key for
the newly generated issuer.
/" Note

Once the new issuer has been created, you may optionally specify a separate ACS URL for it by editing the Issuer
Details.
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©® info

Refer to Issuer Details for additional information on these fields.

Issuer Details

This page is used to view/ edit issuer details and assign the issuer to, or remove the issuer from
an issuer group.

System Management > Issuer Management > Issuer Details (Local and Remote Issuers)

Use the following fields to view / edit issuer details:

7 Note

Not all fields will be visible to all issuers, depending on issuer or issuer group settings.

« Issuer ID is a unique identifier, which is used by the system in order to reference the issuer.
Issuer ID cannot be changed. Issuer ID is used in a number of situations such as requesting
license key for the issuer, sending pre-registration and final registration messages and also
forms part of the unique URL which is used for the issuer enrolment site.

- Status - Enabled or Disabled, if the issuer is registered. Prior to the issuer obtaining a valid
license key the Status is displayed as Not Registered and cannot be changed.

/" Note

An issuer account that does not have a valid licence key is practically disabled. This makes most functions
unavailable to the issuer including the enrolment, registration and authentication of cardholders.

* Name of the issuing bank or financial institution.

/" Note

This field forms part of the issuer licence key information. You will need to re-apply for a licence key if you
change this field.

* Password for the Issuing bank or financial institution.
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This password is used for authentication of issuer connection to ActiveAccess via UAC. This
is in addition to the verification of issuer's client authentication and may be left empty if the
extra verification is deemed to be unnecessary.

* ACS URL - the system allows a separate URL to be created for each issuer. If a separate URL
is required, it should be entered here.

+ ACS Challenge URL - the system allows a separate URL to be created for each issuer. If a
separate URL is required, it should be entered here.

/" Note

Any changes to this URL will require changes to OOB device’s WebSocket and callback URLs.

- Show extended account information - Select Yes to display all cardholder data as sent by
the Registration APl messages in the card details page. When this option is disabled, only
basic cardholder information is displayed.

- Allow issuer to access rules - Select Yes or No to indicate if the Issuer can access the
business rules functionality.

Business rules are configurable settings which provide issuers control over the customer
process during the 3-D Secure transactions. Rules can be configured using a 3-D Secure
transaction's parameters such as the Transaction Amount, the Merchant ID, Merchant Name,
Acquirer BIN or Merchant Country.

/" Note

This feature is only available, if the custom pages are rule-compatible.

If Allow issuer to access rules is set to Yes, then Grant Access to Business Admin and Grant
Access to Helpdesk checkboxes allow you to grant Business Admin and / or Helpdesk users
access to the Rules section. Whether these users have read only or full access is determined
by their Admins settings

Authentication Server - Local or Remote (CAAS)

If Remote (CAAS) is selected, CAAS server will be displayed, to allow selection of the
already configured remote authentication servers.

If Authentication server is set to Remote (CAAS), optionally select the Risk engine
integration checkbox if the authentication process is to be integrated with the issuer's risk
engine.

Copyright ©2025 GPayments Pty Ltd. All rights reserved. Release Date: 28/01/2025 | AA Ver: 11.1.3 | Doc Ver: 11.1.3:2 Page 13



Active

. Risk chain - Select an already configured Risk Chain from the drop down list to enable Risk-
Based authentication for the issuer.

* Force Risk Assessment - Checkbox to force the risk assessment to be applied to all
transactions for the issuer (including PreAuthReq for CAAS Server with Risk engine
integration enabled).

+ ACS interface - Select Native (default) or HTML from the drop down list.

Identifies the ACS interface for presenting the challenge to the cardholder: Native Ul or
HTML Ul. In SDK mode, if the supported interface is not specified in the AReq, the ACS uses
the interface that is selected in this field.

 Uses confirmation - Indicates if the Issuer uses the confirmation method. Defaults to No.

The confirmation method is a process allowing cardholders with an enrolment status of
"Pre-registered"” to utilise their pre-registration account information, instead of creating a
new 3-D Secure password, to perform 3-D Secure authentications.

* Visa CEMEA region - Visa CEMEA requires that a CAVV be generated and returned in all
PARes, ARes and RReq messages regardless of the authentication status. Set this field to
Yes, if this functionality is required.

/" Note

When Visa CEMEA region is set to Yes, the CAVV format will be updated to U3V7.

* EEA region - used to enable specific rules for issuers in the European Economic Area.

2" Note

o When EEA region is set to Yes, the CAVV format will be updated to U3V7.

o DAF Extension behaves differently in EEA Region according to Visa Specification.

+ SecureCode MAC algorithm - determines the algorithm which is used for calculation of AAV
field for SecureCode transactions. By default HMAC algorithm is used. You may change this
to CVC2 if required (3DS1 only).
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2 Note

o The application generates two 3DES keys, when a CVC2 option is selected for the first time: MSCA<
issuer_id > and MSCB«< issuer_id >.

o When Use parent keys option is enabled, the parent’s SecureCode MAC algorithm will be used.

* IAV generation algorithm - determines the algorithm which is used for calculation of AAV
field for Mastercard IDC transactions. By default, DS Transaction ID + PAN algorithm is used.
You may change this to PAN, DS Transaction ID, Coded Amount + DS Transaction ID +
PAN, Or Merchant Name + Coded Amount + DS Transaction ID + PAN if required (3DS2

only).
* Verified by Visa CAVV format used in conjunction with Verified by Visa transactions (3DST1
only).

- Visa Secure CAVV format used in conjunction with Visa Secure transactions (3DS2 only).

* UnionPay International Version - It determines the CAVV generation version to be used for
UnionPay International transactions. By default, Version 1 is selected. You can change this
to Version 2 (CAVV U3V?7).

.. PROSTIR AV Algorithm - It determines the Authentication Value generation algorithm to
be used for Prostir e-Secure transactions. Available values are 81-IS0/IEC 9797-1
algorithm3, ©2-CVV1-algorithm, or 83-HMAC algorithm.

* Force cardholders to use device - if Device Authentication is available, select Yes to force
cardholders to register their authentication device during the 3-D Secure authentication
process. Select No, to provide cardholders with a link to allow them to register their
authentication device.

- Event Logging - Disabled (default) or Enabled to indicate event logging is required; or Enable
V+ compatible to indicate event logging is required and the maximum number of Activation
During Shopping opt-out events reported to the issuer is 9.

* Parent group - select the group to which the Issuer belongs, if any.

/" Note

The issuer can only be assigned to a single group; however the group itself can belong to another group. This
enables you to create a hierarchy of issuers and groups to suit your administration needs.
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. License key - copy license key provided by GPayments and click Apply button. The Status
will then change to Enabled.

o License status - once you have entered a valid license key the license status will display
the validity period for the key (e.g. License key is valid until 01/03/2019), the 3-D Secure
authentication protocol version, and whether Risk, OOB, Decoupled Authenticator, NPA,
APP, and 3Rl features are supported.

/" Note

If the licence key is not present, invalid or expired, the issuer account is practically disabled. This makes most
functions unavailable to the issuer including authentication of cardholders, registration and whitelisting.

* Issuer BINs - Use the BIN Management link to add, edit, delete, enable and disable one or
more BINs for the issuer and specify if device authentication or whitelisting is available for
cards that belong to the specified BIN.

+ Use parent certificate, public and encryption keys - Selecting this option indicates that the
issuer does not have a certificate of its own and will use the parent group's certificate,
registration API public key and encryption key. The option is only enabled if you have
specified a parent group. Using the parent certificate is only possible if you have also chosen
to use the parent keys. Enabling this option automatically enables the use parent keys.

/" Note
o Enabling this option will remove the issuer's certificate (if it has one) from the system. You cannot retrieve
the certificate once removed.
o Enabling this option will disable the issuer's CAVV/IAV related configuration and use parent’s.

o When you disable this option, the issuer will no longer use the parent's certificate. You need to create a
certificate request for the issuer and have it signed by the appropriate CAs.

O Tip

It is recommended that you make a decision to enable or leave this option disabled at the time of creating the
issuer to avoid the administration overhead of changing this option later.

+ Use parent keys - Selecting this option indicates that the issuer does not have any keys of its
own and will use the parent group's keys. The option is only enabled if you have specified a
parent group.
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2 Note

o Changing this option invalidates the issuer's existing certificate. You either need to enable the 'Use parent
certificate’ option or create a new certificate request, and have it signed by the appropriate CAs.

o Enabling this option will disable the issuer's CAVV/IAV related configuration and use parent's.
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A Warning

Enabling this option will delete the issuer's keys. Deleting keys is irreversible unless you have previously
backed them up. The following keys will be removed, where < issuer_id > is the issuer's unique identifier as
shown in the issuer details:

o SPA< issuer_id >

o SPA-256< group_id >

o PROSTIR-256< group_id >
o VbVA< issuer_id >

o VbVB< issuer_id >

o JCBA<issuer_id >

o JCBB< issuer_id >

o MSCA< issuer_id >

o MSCB«< issuer_id >

o SKA< issuer_id >

o SKB< issuer_id >

o DCA< issuer_id >

o DCB< issuer_id >

o UPIA< issuer_id >

o UPIB< issuer_id >

o PROSTIRA< group_id >

o PROSTIRB< group_id >

o RSAVbV< issuer_id >_pub
o RSAVbV< issuer_id >_pri
o RSAMSC< issuer_id >_pub
o RSAMSC< issuer_id >_pri
o RSAJCB«< issuer_id >_pub
o RSAJCB«< issuer_id >_pri
o RSASK<x issuer_id >_pub
o RSASK< issuer_id >_pri

o RSADCx< issuer_id >_pub
o RSADC< issuer_id >_pri

o RSAUPI< issuer_id >_pub
o RSAUPI< issuer_id >_pri

o RSAPROSTIR< group_id >_pub
o RSAPROSTIR< group_id >_pri
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You also need to update any other party who may use these keys for verification of AAV (UCAF) or CVV
(CAWV).
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2 Note

Disabling this option will create new keys for the issuer. The following keys, where < issuer_id > is the issuer's
unique identifier as shown in the issuer details, will be created:

o SPA<issuer_id >

o SPA-256< group_id >

o PROSTIR-256< group_id >
o VbVA< issuer_id >

o VbVB< issuer_id >

o JCBA< issuer_id >

o JCBB< issuer_id >

o MSCA«< issuer_id >

o MSCB< issuer_id >

o SKA< issuer_id >

o SKB< issuer_id >

o DCA< issuer_id >

o DCB< issuer_id >

o UPIA< issuer_id >

o UPIB< issuer_id >

o PROSTIRA< group_id >

o PROSTIRB< group_id >

o RSAVbV< issuer_id >_pub
o RSAVbV< issuer_id >_pri
o RSAMSC< issuer_id >_pub
o RSAMSC< issuer_id >_pri
o RSAJCB«< issuer_id >_pub
o RSAJCBx< issuer_id >_pri
o RSASK< issuer_id >_pub
o RSASK< issuer_id >_pri

o RSADCx< issuer_id >_pub
o RSADC< issuer_id >_pri

o RSAUPI< issuer_id >_pub
o RSAUPI< issuer_id >_pri

o RSAPROSTIR< group_id >_pub
o RSAPROSTIR< group_id >_pri

You also need to update any other party who may use these keys for verification of AAV (UCAF) or CVV
(CAWV).
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O Tip

It is recommended that you make a decision to enable or leave this option disabled at the time of creating the
issuer to avoid the administration overhead of changing this option later.

- Email Address - may be used in OTP emails (parameter: SlssuerEmail - max 128 char).

« Customer service phone number may be used in OTP emails (parameter:
SServicePhoneNumber - max 32 char).

* ActiveDevice Settings - used to assign one or more device types to a selected issuer and
specify device sharing rules.

+ Exchange Rate Management - used to define exchange rate for the issuer.
* Auto Report Settings - used to configure the issuer's automatic report.

* Apply button to save changes.

BIN Management

This section is used to manage BINs of a specified issuer. Each BIN provides a link to allow you
to edit the BIN, the status of Device over 3-D Secure, the status of whitelisting or the status of the
BIN. BINs can be selected and deleted from the system using the Delete button. Only BINs which
have no cards assigned to them on the system can be deleted. The Enable and Disable buttons
can be used to change the status of the BIN. New BINs can be added for the issuer through the
Add BIN link, and device authentication and/or whitelisting can be made available for cards that

belong to the specified BIN.

System Management > Issuer Management > Issuer Details > BIN Management > Add BIN
Use the following fields to add a BIN:

« Issuer is displayed and cannot be changed

*BIN

* Device over 3-D Secure - Disabled or Enabled to specify if device authentication is available
for cards that belong to this BIN

* DAF - Disabled or Enabled to specify if the DAF Extension is available for cards that belong
to this BIN

* Whitelisting - Disabled or Enabled to specify if the process of placing 3DS Requestors on the
cardholders' trusted beneficiaries list is available for cards that belong to this BIN.

Copyright ©2025 GPayments Pty Ltd. All rights reserved. Release Date: 28/01/2025 | AA Ver: 11.1.3 | Doc Ver: 11.1.3:2 Page 21



Active

. Status - Disabled or Enabled to specify the availability of the 3-D Secure service for cards
that belong to this BIN. Cards with a Disabled BIN cannot be enrolled, registered or

authenticated

* Apply button to save changes.

ActiveDevice Settings

This section is used to assign one or more device types to a selected issuer and specify device
sharing rules. An issuer may choose to share devices with none, all, or a selected number of

issuers and issuer groups.

/" Note

Device parameters for SMS and email devices are issuer specific and these devices are not shared between issuers
and issuer groups. However, the same mobile numbers / email addresses can be registered for different issuers.
ActiveAccess treats SMS / email devices that have the same mobile numbers / email addresses as independent

devices.

System Management > Issuer Management > Issuer Details > ActiveDevice Settings
Use the following fields to view / edit ActiveDevice settings:

* Issuer

« Supported devices - authentication devices accepted by the Issuer are listed in the Selected
list. Other available devices not currently selected by the issuer are listed in the Available
list. Use the Add and Remove buttons to change the tokens assigned to the issuer.

Warning

If you remove any of the supported devices, the cardholder will no longer be able to use that device and

transactions may fail.

+ Allow sharing device with allows the issuer to share its devices will all, none or a selected

list of issuers and groups.

* Apply button to save changes.

To view device parameter details, click the Device Parameters button.

The Edit Device Parameters page will be displayed.
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Warning

For hardware and software token devices, changing device parameters may adversely affect the authentication of
users. Such device parameters must be left as default unless absolutely necessary. You must consult with the
device manufacturer before making any changes to these parameters.

/" Note

For information on default device parameters, go to Device Management.

Edit Device Parameters
The first available Device type for the selected Issuer is displayed.
Use the following fields to edit Device Parameters:

* Device type This parameter can be left as the default or customised for the selected issuer.
The available device types are:
o Backup Device
o Decoupled Authenticator
o Email
° 00B
o SMS
o VASCO

+ Use device's default parameters - if this option is selected, it indicates that the issuer will
use the Default Device Parameters for the selected device.

Deselect the checkbox to customise the device parameters. If the checkbox is already
deselected, you can reset the parameters to the default by selecting it.

/" Note

For full details of device parameters, refer to Default Device Parameters.
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The following fields are additional to the configurable fields in Default Device Parameters:

* Device type: SMS

o Available SMS Centres - use the Add >> and << Remove buttons to select the
appropriate SMS Centres.

* Device type: OOB A

o Available OOB adapters - use the Add >> and << Remove buttons to select the
appropriate OOB Adapters

o Fallback — Select this option when a fallback device should be used in case OOB is not
available.

o Action when timer ends — Two options:

m Display link to allow cardholder to switch to fallback — Allows the cardholder to
decide whether to switch to another available device like SMS or continue with OOB.

m Automatically switch to fallback — If OOB authentication is not completed, it will
redirect to another available device authentication page such as SMS.

o Period time before switching — (acceptable range is 0 to 600) determines the minutes
before performing the selected action in "Action when timer ends." 0 is disabled, which
means a switch button will be available to let the cardholder switch to other devices.

o Device priorities — Click on the button to view a list of devices that can be used as
fallback devices. This button displays when fallback is enabled.

7 Note

It lists all the devices assigned to an issuer and allows for adjusting their priority order. Note that the OOB device
always holds the highest priority. If SMS is set as the second priority after OOB, it will serve as the fallback
authentication method. Unavailable devices for a card in the fallback list are excluded from authentication. In such
cases, ActiveAccess will automatically use the next enabled device according to the defined priority order.

* Device type: Decoupled Authenticator

o Available Decoupled Authenticator adapters - use the Add >> and << Remove buttons to
select the appropriate Decoupled Authenticator Adapters.
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Exchange Rate Management

This section is used to manage exchange rates of a selected issuer. The transaction amount
should be converted to Euro for Low-value Payment (LVP) rule of Strong Customer
Authentication (SCA) Exemption.

System Management > Issuer Management > Issuer Details > Exchange Rate Management
This page is used to display exchange rates defined for the issuer:

* Issuer
* Exchange Rates list
* Add link to the Add Exchanbe Rate page

* Delete button to remove selected exchange rates of the issuer.
The following fields and links are displayed for each exchange rate:

* Base Currency link to the Edit Exchange Rate page
+ Target Currency
* Rate

* Last Update display the date and time the exchange rate was lastly updated.
Add Exchange Rate

System Management > Issuer Management > Issuer Details > Exchange Rate Management >
Add > Add Exchange Rate

Use this page to add an exchange rate that is not supported by the automated currency exchange
file:

* Base Currency

* Target Currency for the currency of the issuer threshold as configured in the currency value
on the Amount Threshold rule page

* Rate which should be multiplied by the Base Currency to equal the amount in the Target
Currency

* Apply button to save the currency exchange rate.
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Edit Exchange Rate

System Management > Issuer Management > Issuer Details > Exchange Rate Management >
Edit Exchange Rate

Use this section to edit currency rates that have been manually created through the Exchange Rate
section:
* Base Currency and Target Currency are displayed and cannot be changed

* Rate which should be multiplied by the Base Currency to equal the amount in the Target
Currency

* Apply button to save the currency exchange rate.

Auto Report Settings

This section is used to configure the issuer automatic report. The link will be displayed only if the
EBA Report collector is enabled (i.e. EUB_REPORT=true ) in AA_Home/activeacces.properties.
This report contains all successful 3DS2 transactions for the issuer.

System Management > Issuer Management > Issuer Details > Auto Report Settings
Use the following fields to view/edit Auto Report Settings:

* Issuer

- Status - Disabled or Enabled to indicate whether the EBA report collector is active for this
issuer.

* Frequency: Determines the frequency of collecting report. You can choose Daily, Weekly, or
Monthly.

* Generation hour of the day: If Daily is selected as Frequency, this field can be configured. It
specifies the time of the day to generate the report. Valid value is between 0 to 23.

* Generation day of the week: If Weekly is selected as Frequency, this field can be configured.
It specifies the day of the week to generate the report.

* Generation day of the month: If Monthly is selected as Frequency, this field can be
configured. It specifies the day of the month to generate the report.

* Destination directory: The path of the report files to be saved.
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. Maximum records in one file: Maximum records allowed to be saved in a file. Accepted
value is between 1 and 500000.

* Apply button to save changes.

* Generate specific date report button to generate a report of a defined date.

/" Note

1. Report is Comma Separated Values (CSV) file.
2. Report file name format is 3DSA_AMR_<ISSUERID>_<yyyymmdd>_<P><NN>.csv
* 3DSA — constant, means 3DSecureAccess Reports group;
+ AMR — constant, means Authentication Method Report;
+ <ISSUERID> - variable, means issuer's IssuerlD in ActiveAccess;
+ <yyyymmdd> — variable, means report generation date;
+ <P> — variable, means the report periodicity (D — DAILY, W — WEEKLY, M - MONTHLY);

« <NN> — variable, means the report number in a day.

Generate Specific Date Report

System Management > Issuer Management > Issuer Details > Auto Report Settings > Generate

Specific Date Report

Use the following fields to complete specific date report settings:

* Issuer

* Frequency

- Date: Date of report to be regenerated. It should be previous day/week/month depending on

the frequency.

* Apply button to save the generated report.
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Group Management

System Management > Group Management

This section is used to set up and maintain issuer groups. It provides access to the same
functions as the Issuer Management section, but from an issuer group perspective.

Organising related issuers in a group can greatly reduce the issuer administration overhead.
Groups can have their own keys (AAV key | !, CVC2 keys |2, CVV keys | 2, IAV HMAC keys |4 and
signing key | °) and certificates. An issuer can be configured to use the parent group's keys to
reduce the number of keys generated and as a result, also reduce the overhead of key
management tasks for synchronizing multiple hardware security modules. An issuer may also be
configured to use the parent group's certificate in order to reduce the overhead of certificate
management and renewal.

A list of issuer groups and their issuer and group members is displayed. You can browse to view
issuer group and issuer details by clicking on the Group Name, Issuer Members and Group
Members links.

The following fields and links are displayed:

+ Group Name links to Group Details page
* Group ID

* Group Members links to Issuer Group Details page, shows the issuer groups and issuers
that belong to this group

* Issuer Members links to Issuer Details page, shows the license key and certificate details
for the selected issuer

* New Issuer Group

* New Issuer

1. 192-bit generic key, used in AAV HMAC calculation for SecureCode transactions

2. Pair of DES or 3DES keys, used in AAV CVC2 calculation for SecureCode transactions

3. Pair of DES or 3DES keys, used in CVV calculation for VbV and Visa Secure transactions
4. 256-bit generic key, used in IAV HMAC calculation for IDC transactions

5. RSA key pair, used for signing the PARes messages and ACSSignedContent in ARes for app-based transactions.
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About Authentication Management

The Authentication Management section is used for:

* Device Management - for finding, setting up and managing devices used in the
authentication process.

* Risk Management - for managing risk chains and risk adapters used in 3DS2 risk based

authentication.

+ 00B Management - for registering and managing the OOB adapters used for performing Out
of Band (OOB) authentication challenges.

* Decoupled Authenticator Management - for registering and managing the Decoupled
Authenticator adapters used for performing Decoupled authentication challenges.

Copyright ©2025 GPayments Pty Ltd. All rights reserved. Release Date: 28/01/2025 | AA Ver: 11.1.3 | Doc Ver: 11.1.3:2 Page 1


../device-mgmt/
../device-mgmt/
../risk-mgmt/
../risk-mgmt/
../oob-mgmt/
../oob-mgmt/
../decoupled-mgmt/
../decoupled-mgmt/

Active

Device Management

The Device Management section is grouped with OOB Management, Decoupled Authenticator
Management and Risk Management in the Authentication Management section.

This section is used for finding devices, updating device status, uploading hardware token device
initialization seed files, and configuring default device parameters.

/" Note

The term 'devices' is used as a generic term for both devices used for authentication and authentication methods. It
includes:

» Hardware and software tokens

« Authentication methods such as OTP with SMS or email

+ A standalone backup token

© info

Device files for hardware tokens are provided by the device manufacturer and contain information that uniquely
identifies each authentication device and can be used to verify the tokens / passwords generated by that device.
Each hardware token device is identified by a serial number. The serial number is determined by the device
manufacturer and must be unique per device type.

Once a seed file is uploaded into the system, cards can be assigned to devices by linking device serial numbers with
card accounts. Once an account is linked with a device serial number, the card enrolment process is complete.

System Management > Authentication Management > Device Management displays

« A list of recently uploaded device seed files for hardware tokens. By default the system
displays the seed files uploaded in the last 10 days.

« Edit Default Device Parameters
* Upload File to schedule a new job

* Find Device to view or edit the details of each device.
Use the following fields to limit the upload files displayed:

* Issuer
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. Device Type
* From and To Date
* Refresh button to display the new list.
The following fields and links are displayed:
* Job number link to the Job Details page to view job details including any error message or
warnings.
- Issuer name (owner of the devices)
* File Name
* Device type
* When the upload was Started and Finished
* Number of Attempts before the upload was finished

- Status of the job: get the current status by pressing the refresh button

Job Details

This page displays details of the seed file upload, including any error messages or warnings, for
the job selected on the Upload File page.

System Management > Authentication Management > Device Management > Job Details displays

* Issuer name

+ Job number

* Uploaded - date and time when the file was first uploaded
* Device type

* File Name

« Start and Finish date and time the job

« Attempts before the upload was finished

- Status

« Error message, if any.

* Error details

+ Warnings
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Edit Default Device Parameters

System Management > Authentication Management > Device Management > Edit Default Device
Parameters

Each device has its own set of device parameters. In the case of hardware tokens, these are
manufacturer-defined parameters, such as VASCO, supported by adding additional libraries and
installing vendor specific drivers. Other devices, such as SMS and Email are virtual devices
natively supported by ActiveAccess.

Device parameters can be customised per issuer. By default this customisation is disabled, such
that all issuers use the default device parameters.

Use the following fields to edit default device parameters:

* Device type
The options are:
o Backup Device
o Email
o QOB (Out of Band)
o SMS
o VASCO

SMS

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - SMS

SMS is a virtual device natively supported by ActiveAccess. This is in contrast to some third
party devices such as VASCO which are supported by adding additional libraries and installation
of vendor specific drivers.

The SMS device can be used as a backup device.

The SMS device parameters page is where the administrator can setup the system for sending
SMS messages. ActiveAccess supports SMPP-API-0.3.9.1 (Short Message Peer to Peer)
protocol for sending SMS messages to an SMS gateway, also known as an SMSC (Short
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Message Service Centre). The SMS gateway is normally provided by the business section of your
preferred telecommunications company.

The connection to the SMSC must be over TCP/IP. The details of connection to the SMSC will be
provided by your telecommunications company.

Use the following fields to edit SMS Device Parameters:

* Device type - SMS
« SMS token type - ActiveAccess can generate two types of SMS tokens:

o Instant - the system generates one SMS token per authentication. The token is
generated and sent to the cardholder's mobile phone, after the verify enrolment request
is received by ActiveAccess.

o Batch - the cardholder receives a batch of SMS tokens beforehand. The batch SMS
message contains a batch reference number and a list of generated tokens, each
identified by a letter of the alphabet. The cardholder is then asked to enter a token that
corresponds with a specific letter of the alphabet as shown on the authentication page.
With batch SMS, up to 15 tokens can be sent in a single SMS message and hence
reduce the cost of sending SMS tokens. The system generates another set of tokens
and sends them to the cardholder when the last token for the current batch is used.

- Batch SMS lifetime - determines the validity period of batch SMS tokens in days (acceptable
range is 0 to 365). Batch tokens will be valid for the period specified by this option. The
default is 30 days.

* Instant SMS lifetime - determines the validity period of instant SMS tokens in minutes
(acceptable range is 0 to 60). Following Instant tokens will be valid for the period specified
by this option. The default is 15 minutes. You should consider the mobile network delay for
sending SMS messages and provide sufficient time for the cardholder to enter the token.

* SMS token length - determines the number of digits in the token generated (acceptable
range is 6 to 10). The default is 6 digits.

- Number of tokens in each batch - determines the number of tokens included in a batch. The
default is 10.

An SMS message on a GSM network may contain up to 160 characters, while the limit for a
CDMA network is between 120 to 153 characters. The system limits the maximum number
of tokens based on the CDMA's lower limit of 120 characters.

 Maximum unsuccessful attempts to send an SMS - (acceptable range is 0 to 9) if sending
an SMS message fails due to network or application errors, such as connection problems to
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the SMSC or receiving an invalid response from the SMS, the system attempts to resend the
SMS message up to the number of times specified by this option. The default value is 5. If all
attempts for delivering fail, an error is reported back to the administration user.

+ Maximum number of SMSs sent per authentication session - (acceptable range is 0 to 99)
determines the number of times that a new SMS OTP can be requested by the cardholder
during each authentication session. The default value is 3. If the limit is reached, the
authentication fails.

+ Accept mobile numbers of - Select the country name that you would like to accept as SMS
mobile number. Select 'All' if you would like to accept all international mobile numbers.

* Restrict mobile number - Turn this option on if you want to specify a mobile number format.
Enter the required format, eq. ###########, 61 #########, 0001 #########. Allowed
characters are 0-9, '#,'(,")', - and space. Please note that the mobile number, excluding
country calling code and trunk code, is checked against the specified patterns. Mobile

number patterns should be no longer than 20 characters, including the Country Code.

+ Use as backup device - Turn this option on if you would like SMS to be used as a backup
device. A backup device can be activated once a cardholder reports a device lost or
damaged, or requests the helpdesk to disable the device temporarily.

+ OTP and Password - Select this option when an authentication requires the cardholder to
enter both a static password and one-time password.

* SMS Centres - Click on the link to view a list of currently configured SMS gateways. You can
click on the SMSC name to edit or view the details or you can add or remove an SMSC entry
by selecting the corresponding link.

* SMS Templates - Click on the link to Edit Default Templates for Activation During Shopping
(ADS), Authentication, Activation via Authentication or Activation/Registration via MIA.

* Apply button to save changes.
SMS Centre

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - SMS > SMS Centres

This section is used to manage and add new SMS Centres. You can select any SMS centre to
edit or delete.

* To delete an SMS Centre

o Choose one or more SMS Centres by clicking the Select checkbox adjacent to the ID
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o Click the Delete button.
A confirmation message will be displayed.
* To edit an SMS Centre
o Click the Name hyperlink for the SMS Centre you wish to view or edit details.
The Edit SMS Centre page is displayed.
* To add a new SMS Centre
o Click the *New SMS Centre

The New SMS Centre page is displayed.

EDIT SMS CENTRE

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - SMS > SMS Centres > Edit SMS Centre displays the following fields:

* Device ID is displayed and cannot be changed.

 Name of Service provider (mandatory).

* Domain/IP and Port - If changes are made to Domain name or IP address and Port number,
they must correspond to the SMSC provider for connection to SMSC over TCP/IP.

- System ID, System type and Password - if changes are made, they must be specific to the
parameters that are required for authentication of the client application (in this case
ActiveAccess) to the SMS centre and this generally will be provided by the SMSC provider.

+ Sender's mobile number - maximum length of 20 characters, including the Country Code.

Allowed characters are A-Z, a-z, 0-9, '(, ), - and space.

* Plus (+) prefix - Dropdown has the two options: Enabled and Disabled. Enable to add trunk
code to mobile number.

* Apply button to save changes.

NEW SMS CENTRE

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - SMS > SMS Centres > New SMS Centre

Use the following fields to create a new SMS Centre:

* Name - Choose a descriptive and unique name.
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If the SMS Centre is actually an MQ Server that consumes SMPP messages, the Name
should be a unique name which will become the prefix of the required parameters in
AA_HOME/sms-jms-config.properties for the corresponding SMSviaJMS Client. It is
possible to configure as many different SMSviaJMS clients as required for ActiveAccess.
For more information regarding the SMSviaJMS configuration parameters, please refer to
SMS via JMS.

* Domain/IP and Port - Enter the Domain name or IP address and Port number provided by the
SMSC provider for connection to SMSC over TCP/IP.

ActiveAccess currently supports the following types of the SMPP gateways as SMSC and
one as SMSviaSMTP:

o Real SMPP Compatible SMSC - This is a real world receiver of the SMPP messages. The
IP and Port of the designated SMSC need to be specified for this type. SMS maximum
length is 160 ASCII characters (70 Unicode characters).

o SMSviaJMS Module - This acts as an SMSC and receives SMPP messages but relays
only the submit_sm messages to the MQ Server, which exclusively consumes
submit_sm messages. SMS maximum length is 160 ASCII characters (70 Unicode
characters).

o SMSviaJMS Library - This has been embedded into ActiveAccess itself and acts as a
real SMPP client but only submits the submit_sm messages to the MQ Server, which
exclusively consumes submit_sm messages. Port can be set to any number as it does
not have any usage here. SMS maximum length is 64k ASCII characters (32k Unicode
characters).

o SMSviaSMTP Library - This has been embedded into ActiveAccess itself and acts as an
SMTP client, which builds SMS but sends them to the email addresses with a specified
template in the Domain/IP field. Port can be set to any number as it does not have any
usage for this type. No limitation is applied for the size of the SMS via SMTP.

Some clients have their own SMS switch, which provides all necessary information regarding
SMS delivering and billing. These SMS gateways support only SMTP protocol for the incoming
messages. As the ACS provides the ability to send OTP over SMTP, a template has been defined
for this purpose, in the form of mailto:SDEVICE_SERIAL_NUMBER\@smtp.com.

The SMS sender module replaces the SDEVICE_SERIAL_NUMBER in the Domain/IP field with the
registered mobile number of the cardholder and sends the OTP to a generated email account
through the SMS switch.
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:= For Example

If a cardholder has been registered with the mobile number of 614501234567, the SMS sender sends the OTP to the
614501234567@smtp.com account and the SMS switch relays it to the cardholder's mobile.

You can also define an email URL instead of an IP address for testing purposes. The email URL
must start with mailto:, followed by the destination email address (such as
mailto:myemail@mycompany.com). If you specify an email instead of an IP address,
ActiveAccess will send the content of the SMS message to the specified email address. You
must also ensure that the mail server settings are properly configured in the _System
Management > Settings_ page.

Alternatively, SMPPSim, an open source and free SMPP simulator from http://
www.seleniumsoftware.com/, can be used for testing.

Before testing with SMS, make sure that SMS has been selected as the authentication device for
the issuer and that the SMS custom pages have been loaded for the issuer.

« System ID, System type and Password - These are SMSC specific parameters that are
required for authentication of the client application (in this case ActiveAccess) to the SMS
centre and should be provided by the SMSC provider. If the SMSC does not require client
authentication, leave these fields blank.

+ Sender's mobile number - Enter the number to be used as the sender's default mobile
number, for all messages sent through the selected SMSC. Maximum length is 20
characters, including the Country Code. Allowed characters are A-Z, a-z, 0-9, '(, ), - and

’

space.

* Plus (+) prefix - Dropdown has the two options: Enabled and Disabled. Enable to add trunk
code to mobile number.

* Apply button to create the new SMS Centre.
SMS Template
Use this section to edit the default SMS templates for:

» Activation During Shopping (ADS)
« Authentication
« Activation via Authentication

+ Activation/Registration via MIA.
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SMS

System Management > Device Management > Edit Default Device Parameters - SMS > SMS

Templates > Edit Default Templates
Use the following fields to edit an SMS Template:

- SMS

+ Template name - the options are:
o Activation During Shopping (ADS)
o Authentication
o Activation via Authentication

o Activation/Registration via MIA

- Template - Enter the default system message. This message is sent to the cardholder when

an SMS authentication is requested.

© info

where appropriate:

SMS Template Parameters

Click the adjacent Help button for a full list of parameters. The default phrase can incorporate the following details,

$BatchNumber - serial number of the batch SMS sent when using device authentication of 3-D
Secure

SCardExpiryDate - expiry date of the credit card

$CardHolderName - cardholder name as specified in the system

SCardProvider - card scheme name for the credit card

SCurrencySymbol - the currency symbol for the purchase when using device authentication over
3-D Secure

SlssuerName - Issuer's name as defined in the system

S$MerchantCountry - 3 character country code for the Merchant's country
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SMS Template Parameters

SMS

$MerchantName - Merchant's name for purchase using device authentication over
3-D Secure

SMerchantURL - URL of the Merchant's website

$Pan - credit card number used for device authentication over 3-D Secure

SLastFourDigitsOfPAN - last 4 digits of credit card number used for device authentication over 3-D
Secure

SPurchaseCurrency - 3 character currency code for the currency of the purchase
SPurchaseDateTime - date and time of the purchase in the system

SPurchaseDescription - description of the purchase when using device authentication over 3-D
Secure

SPurchaseDisplayAmount - purchase amount displayed for purchase when using device
authentication over 3-D Secure

SPurchaseXID - merchant's purchase ID when using device authentication over 3-D Secure
SRecurringEndDate - end date for a recurring payment
SRecurringFrequency - recurring frequency for the purchase in days

STokenA - the one time password. Subsequent tokens for the batch SMS can be displayed as
STokenB, $TokenC, STokenD,...

SPurchaseRealAmount - indicate the transaction amount

|:| Stokenlifetime - lifetime of the token

max 25 *

max 2048 *

max 19

max 4

max 3

22

max 125 *

max 20

28

10

max 4

max 8

max 20

max 5

 The parameter can contain Unicode characters, but presenting Unicode characters will

reduce the maximum size allowed from 160 to 70 characters.
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/" Note

To be able to send SMS with templates in languages other than English or using symbols in the SMS Template, you
must set the following system property in the application server's configuration file: smpp.default_alphabet .

i= Example

For Tomcat, set \-Dsmpp.default_alphabet=ie.omk.smpp.util.UCS2Encoding in the TOMCAT_HOME/bin/
catalina.bat or catalina.sh.

Email

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - Email

Email is a virtual device natively supported by ActiveAccess to provide email OTP authentication.
The Email device can be used as a backup device.

The Email device parameters page is where the administrator can setup the system for sending
OTP via email.

Use the following fields to edit email Parameters:

* Device type - Email

- Token lifetime - determines the validity period of email tokens in minutes (acceptable range
is 0 to 10). Following the sending of an email, the token will be valid for the period specified
by this option. The default lifetime of email tokens is 10 minutes. You should consider the
network delay for sending email messages and give enough time for the cardholder to enter
the token.

* Token length - determines the number of digits in the generated token (acceptable range is 6
to 10). The default size is 6 digits.

- Maximum unsuccessful attempts to send an email - (acceptable range is 0 to 9) if sending
an OTP by email fails due to network or application errors such as connection problems to
the mail server or receiving a delivery error, the system attempts to resend the email
message up to the number of times specified by this option. The default value is 5. If all
attempts for delivering an OTP by email fail, an error is reported back to the administration
user.
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. Mail server address, Mail server port, Mail server username, Mail server password, Mail
server protocol and Mail sender - Enter the address of an outgoing SMTP mail server with a
valid username and password

/" Note

The sender of the notification messages will be the main administrator user (administrator). Make sure that
you have specified a correct email address for this user (use Edit Profile link, while logged in as the
administrator).

* Minimum wait before the updated email address can be used (acceptable range is 0 to
9999). 0 to disable this option.

+ Use as backup device - Turn this option on if you would like Email to be used as a backup
device. A backup device can be activated once a cardholder reports a device lost or
damaged, or requests the helpdesk to disable the device temporarily.

+ OTP and Password - Select this option when an authentication requires the cardholder to
enter both a static password and one-time password.

+ Email Templates - Click on the link to Edit Default Templates for Activation During Shopping
(ADS), Authentication, Activation via Authentication or Activation/Registration via MIA.

* Send Test Email - Click on the link to send a test email.

/" Note

The sender of the test emails will be the main administrator user (administrator). Make sure that you have
specified a correct email address for this user (use Edit Profile link, while logged in as the administrator).

* Apply button to save changes.
Email Template

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - Email > Email Templates > Edit Default Templates

Use this section to edit the default email templates for:

» Activation During Shopping (ADS)
* Authentication

« Activation via Authentication
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. Activation/Registration via MIA

» Subject of Activation During Shopping (ADS)
* Subject of Authentication

* Subject of Activation via Authentication

* Subject of Activation/Registration via MIA.
Use the following fields to edit an Email Template:

» Type - Email (this cannot be changed)
+ Template name, the options are:
o Activation During Shopping (ADS)
o Authentication
o Activation via Authentication
o Activation/Registration via MIA
o Subject of Activation During Shopping (ADS)
o Subject of Authentication
o Subject of Activation via Authentication
o Subject of Activation/Registration via MIA.

« Content type - Plain or HTML !!! note This field is only available for templates of the email
body.

* Template - Enter the default content for the email to be sent to the cardholder when email
OTP authentication is requested.

© info

Click the adjacent Help button for a full list of parameters. The default phrase can incorporate the following details,
where appropriate:

Email Template Parameters

SCardExpiryDate - expiry date of the credit card 5

SCardHolderName - cardholder name as specified in the system max 64
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Email Template Parameters

$CardProvider - card scheme name for the credit card max 21
SCurrencySymbol - the currency symbol for the purchase when using device authentication over max 3

3-D Secure

SlssuerName - issuer's name as defined in the system max 256 *
S$MerchantCountry - 3 character country code of the Merchant's country 3
S$MerchantName - Merchant's name for the purchase when using device authentication over 3-D max 25 *
Secure

S$MerchantURL - URL of the Merchant's website max 2048 *
$Pan - credit card number used for device authentication over 3-D Secure max 19
SLastFourDigitsOfPAN - last 4 digits of credit card number used for device authentication over 3- max 4

D Secure

SPurchaseCurrency - 3 character currency code for the currency of the purchase max 3
SPurchaseDateTime - date and time of the purchase in the system 22
SPurchaseDescription - description of the purchase when using device authentication over 3-D max 125 *
Secure

SPurchaseDisplayAmount - purchase amount displayed for purchase when using device max 20

authentication over 3-D Secure

SPurchaseXID - Merchant's purchase ID when using device authentication over 3-D Secure 28
SRecurringEndDate - end date for a recurring payment max 10
SRecurringFrequency - recurring frequency of the purchase in days max 4
$TokenA - the one time password. max 10
$ServicePhoneNumber - customer service phone number of the issuer max 32
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Email Template Parameters

SIssuerEmail - issuer's email address max 128

* The parameter can contain Unicode characters.

00B

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - 00B

OOB (Out of Band) is an API developed by the issuer to authenticate cardholders using devices
that are not supported by ActiveAccess.

Use the following fields to edit OOB Device Parameters:

+ OTP and Password - Select this option when an authentication requires the cardholder to
enter a static password and complete the OOB authentication.

Backup Device

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - Backup Device

The backup device is a standalone backup token, which is software generated. It can be used
multiple times, as configured in the Backup Device Parameters.

Use the following fields to edit Backup Device Parameters:

* Device type - Backup Device
- Backup device lifetime (acceptable range is 0 to 365 days)
A value of 0 disables the device.

 Max usage limit - the maximum number of times the backup device can be used as
(acceptable range is 0 to 9).

A value of 0 disables the device.
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. OTP and Password - Select this option when an authentication requires the cardholder to
enter both a static password and a one-time password.

* Apply button to save changes.

VASCO

System Management > Authentication Management > Device Management > Edit Default Device
Parameters - VASCO

VASCO Parameters:
* Device type - VASCO
The following manufacturer fields are available for configuration by default

* CHECKCHALLENGE, CHKINACTDAYS, DERIVEVECTOR, DIAGLEVEL, EVENTWINDOW,
GMTADJUST, HSMSLOTID, ITHRESHOLD, ITIMEWINDOW, ONLINESG, STHRESHOLD,
STIMEWINDOW, STORAGEDERIVEKEY1, STORAGEDERIVEKEY2, STORAGEDERIVEKEY3,
STORAGEDERIVEKEY4, STORAGEKEYID, SYNCWINDOW, TRANSPORTKEYID and MODE
(Response only or Challenge response) (acceptable range for field values is displayed in field
hints, where appropriate).

* OTP and Password - Select this option when an authentication requires the cardholder to
enter both a static password and one-time password.

* Apply button to save changes.

Upload File

System Management > Authentication Management > Device Management > Upload File

This page is used to enter the details of the device seed file you wish to upload and to schedule

the upload date and time.
The seed file is provided by the device manufacturer.
Use the following fields to upload a file:

* Issuer

* Device type
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. Click the Choose File / Browse... button, adjacent to File name, to locate and select a device
seed file to upload.

The No file chosen message will then be replaced by the File name of the file to be
uploaded.

* Key value - The device manufacturer may provide a key for decrypting the seed file. Enter the
key as provided by the device manufacturer.

* Schedule Date and Time when you want the uploaded data to be processed.
Uploaded files scheduled to run in the past are set to run immediately.

You may also leave these fields blank if you wish to process the uploaded data as soon as
possible.

2 Note

The data upload may take a long time to complete depending on the file size and line speed.

* Apply button to create the upload job file.

Find Device

System Management > Authentication Management > Device Management > Find Device

Find Device can be used to search for an authentication device based on a number of criteria
such as serial number, range of serial numbers, creation data and type of device.

Use the following to find a device:

* Issuer

- Creation date and time (dd/mm/yyyy HH:MM) or specify a date and time range for the
search result by entering dates and times in the From and To fields. The date and time
format is dd/mm/yyyy HH:MM. Leave the time field empty if you do not wish to limit your
search for a particular time of day.

* Device type
* Device Serial number or specify a range of numbers to search within:
o VASCO - device serial number, e.g. 123456789000

o SMS - phone number including country code, e.g. +61123456789

Copyright ©2025 GPayments Pty Ltd. All rights reserved. Release Date: 28/01/2025 | AA Ver: 11.1.3 | Doc Ver: 11.1.3:2 Page 17



Active

. Email - email address, e.g. jo.citizen@domain.com

* Click Search to display device details.
Device Search Result

System Management > Authentication Management > Device Management > Find Device > Search
Result

This page displays

* A list of Devices
* Device ID link to the Device Details page
* Delete, Mark as lost, Mark as damaged, Mark as disabled and Back buttons
The following fields and links are displayed for each device
* Select - checkbox for selecting the device to use in conjunction with the Delete, Mark as lost,
Mark as damaged and Mark as disabled buttons.
* Device ID link to the Device Details page
« Serial number - The unique device / authentication method identifier
* Issuer - The issuer name to which this device belongs
* Device type - The type/make of the device such as VASCO, Email, SMS, etc

« Status - Active/Lost/Damaged/Disabled. Only an active device can be used in device
authentication. If a device is reported lost, stolen, damaged or disabled, it must be flagged
accordingly. A lost or damaged device can no longer be used for authentication and the
cardholder must be issued with a new device.

To Delete, Mark as lost, damaged or disabled, devices in the Search Results

* Click the checkbox adjacent to the appropriate device or the checkbox in the Select column
heading, to select all devices.

Warning

Important: The display of search results is limited to 400 records, however if you select all records, all records
matching the search criteria will be affected by the action you choose to perform.
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Warning

Performing the selected action on a large number of records may take a long time to complete and will generate the
equivalent number of audit log records. Use this functionality on a large number of records diligently and only where
strictly necessary.

* Click the appropriate Delete, Mark as lost, Mark as damaged or Mark as disabled button.
Device Details

System Management > Authentication Management > Device Management > Find Device > Device
Details

This page is used to view details for the device selected on the Find Device page and to change
device status if the device has been reported as lost, damaged or temporarily disabled.

The following fields and links are displayed

* Device ID - unique device ID

* Issuer - The issuer name to which this device belongs

* Serial number - The unique device / authentication method identifier
* Device type - The type / make of the device, e.g. VASCO, Email, SMS.

- Status - Active/Lost/Damaged. Only an active device can be used for authentication. If a
device is reported lost, stolen or damaged, it must be flagged accordingly. A lost or damaged
device can no longer be used for device authentication and the cardholder must be issued
with a new device.

* Creation date - The date on which the device was created.
* Reported lost/damaged on - displays the last time a token was reported lost or damaged.

* Device Specific Parameters - a number of device specific parameters may be displayed for
each device. These parameters are determined by the device manufacturer / authentication
method and are displayed for completeness.

* Assigned Cards - link to a list of cards assigned to this device.

+ Activate Device - the link appears for devices marked as lost or damaged. This allows the
administrator to re-activate the device for example when the cardholder reports that the
device has been found, to save the cardholder from the trouble of having to use a back up
device or wait for the replacement to arrive. To activate the device, the administrator needs
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to enter a valid token generated by the device to confirm that the device is actually in the
possession of the cardholder again.

* Reset device - this option is currently supported for time-synchronous VASCO tokens. Such
devices use an internal clock for generating the tokens which may gradually go out of sync
with the authentication server time due to the internal clock's drift. Time synchronous
devices automatically adjust this error with each authentication, as long as the time drift is
within a reasonable range. The time drift on a device that has not been used for a long
period of time may go outside the accepted window for